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Abstract: The degree of automation and integration of aircraft onboard systems is increasing, and the reliability of onboard

systems has a significant impact on the flight safety of the aircraft. There are many methods to improve the security of airborne sys-

tems, such as improving the protection level and reliability of hardware equipment itself, or adopting redundant design. This article

mainly adopts system redundancy design to enhance the security and reliability of the airborne network communication manage-

ment subsystem. Firstly, this article introduces the network model for switching from primary servers to backup one or vice versa,

introduces network redundancy algorithms and system fault detection algorithms. Finally, a laboratory network environment was es-

tablished through simulation equipment to verify the switching network scheme of redundant backup system.
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